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Structure within a DRAM Bank
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Rowhammer PUF (RH-PUF)
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Approach published by Schaller et al. [2] in 2017 11
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DRAmGON - Challenges

• Bit flips are sparse, offset distribution could leak information on the key

Select no-flip addresses following the distribution of flip addresses (Monte
Carlo Simulation)

• Stability of bit flips over multiple runs

Perform multiple runs and select most stable locations

• Required time to trigger bit flips (38.54 min for a full sweep)

In theory: Disable refreshes for specific memory ranges used to encode keys
(not done in this paper)
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DRAmGON - Experimental Evaluation
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DRAmGON - Characteristics
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Conclusion

DRAmGON is:
• The first approach to use volatile memory
as permanent storage based on PUF

• Based on the not typical application of
Rowhammer as defence mechanism

Apart from it, we also:
• Introduce 5 novel RH-PUF constructions
• Show that most of the tested systems are
susceptible to Rowhammer
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Evaluation of RH-PUF Constructions: Reliability
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Evaluation of RH-PUF Constructions: Uniqueness, Uniformity, Entropy
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DRAmGON - Mann-Whitney U test
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